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BEFORE THE
PUBLIC SERVICE COMMISSION
OF THE DISTRICT OF COLUMBIA

IN THE MATTER OF

THE INVESTIGATION INTO )
MODERNIZING THE ENERGY DELIVERY ) Formal Case No. 1130
SYSTEM FOR INCREASED )
SUSTAINABILITY )

REPORT ON THE FEASIBILITY OF PEPCO TO IMPLEMENT GREEN BUTTON
CONNECT MY DATA IN THE DISTRICT OF COLUMBIA
Pursuant to Public Service Commission of the District of Columbia (*Commission”) Order
No. 20364, Potomac Electric Power Company (“Pepco”) submits its responses regarding the

feasibility of deploying Green Button Connect My Data (“CMD?”) in the District of Columbia.

I INTRODUCTION

As the risks of climate change increase for the District of Columbia, Pepco believes that it
has a critical role in providing District residents and communities with a range of solutions to
advance decarbonization. Climate change impacts every District community, and the District is
leading the nation in its commitment to addressing both the causes of and challenges presented by
climate change. Pepco appreciates that a successful transformation to a decarbonized grid offers
opportunities, and the utility serves as a key provider and partner to achieve District goals for
emissions reduction.

Pepco has made significant progress modernizing the electric grid in the District of

Columbia by increasing automation, deploying new technologies and evolving its practices to

! In the Matter of the Investigation into Modernizing the Energy Delivery System for Increased Sustainability,
Formal Case No. 1130, Order No. 20364 (Jun. 5, 2020) (“Order No. 20364”) at { 16.



allow for more transparency and collaboration. As the Commission, stakeholders, and Pepco have
worked collaboratively to address grid modernization and clean energy initiatives through the
PowerPath DC proceedings, secure use of data is a foundational element to the deployment,
utilization, and proliferation of smart grid devices. To that end, Pepco recognizes that intuitive
and secure access to information is key to innovation and customer empowerment to address
climate change, and the Company supports the Commission’s interest in balancing easy access,
affordability, and customer data privacy.

Green Button compliant programs are one approach to provide secure access to customer
data through a set of standard protocols, security requirements, and data formats. These standards
resulted from the Green Button initiative, an industry-led effort that responds to a 2012 White
House call-to-action to provide utility customers with easy and secure access to their energy usage
information in a consumer-friendly and electronic-friendly format. Through Green Button
compliant programs, customers are able to securely download their own detailed energy usage
with a simple click of a literal "Green Button" on electric utilities' websites.

The Green Button standards themselves are a set of requirements that utilities can use to
create the secure data platform rather than an off-the-shelf software product. The standards were
developed in partnership with the Department of Energy, the Green Button Alliance, and the
National Institute of Standards and Technology (“NIST”) based on the North American Energy
Standards Board’s (“NAESB”) Energy Services Provider Interface standard.? The two Green
Button standards are more commonly referred to as Download My Data (“DMD”’) and Connect
My Data (“CMD”), and each standard describes a set of data protocols that can be developed into

an end-use product. DMD is a standard that enables customers to download their electricity usage

2 https://www.energy.gov/data/green-button, accessed on August 31, 2020.


https://www.energy.gov/data/green-button

data from an electric service provider’s website in an industry-standard XML data format, while
CMD provides “a data exchange protocol which allows the automatic transfer of data from a utility
to a third party based on customer authorization.”?

Recognizing the role of customer data access in advancing smarter grid technologies and
programs, Pepco already provides Green Button-compliant products for District customers. Since
2012, all District customers have had access to Green Button DMD functionality. In addition,
since 2015 Pepco has provided Green Button CMD functionality to its commercial customers.

In accordance with the directives in Order No. 20364, Pepco provides this report on the
feasibility of expanding deployment of CMD to residential customers, including experiences and

learnings from Pepco’s sister utility Commonwealth Edison (“ComEd”).

1. PEPCO RESPONSE TO ORDER NO. 20364
1. Provide a narrative explaining Pepco’s experience to date with Green Button

Connect My Data for commercial customers that includes, but is not limited to,
the following questions.

(a) Length of time it been available, for which customer classes and how many third-
party businesses use it:

Pepco’s commercial customers have had access to CMD functionality through
a tool called CEO—a third-party application managed by Schneider Electric—since
2015. The tool allows commercial customers to view 15- and 60-minute interval data
and share the information with “recipients,” which could be other staff members from
the same company or a third party that the customer has given consent to receive and

review such data. The tool is available on the Company’s website,* and some

3 https://www.energy.gov/data/green-button, accessed on August 31, 2020.

4 https://www.pepco.com/WaysToSave/ForY ourBusiness/Pages/DC/OnlineEnergyManagement(CEQ).aspX,
accessed on August 31, 2020.
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commercial customers have utilized the tool. According to Pepco’s program data, since
the launch of this functionality in 2015, Pepco commercial customers have enabled 11
“recipients.” Pepco is unable to determine whether those “recipients” are additional

commercial customer staff or third parties accessing the customer data.

(b) How Pepco reviews and approves third-party businesses to participate in its CMD
program:

Currently, customers who wish to access the CMD functionality through CEO
can request a CEO username and password from Pepco. Once logged into CEO,
customers can specify a recipient to receive information on their accounts. Once the
recipient activates a username and password, the recipient will receive the information

subject to the Pepco customer’s consent, until that customer revokes that permission.

(c) The important lessons learned regarding data security and privacy protection
issues:

Security and privacy are critically important to Pepco, and the Company takes
seriously its obligations under the law, Commission regulations, and customer
expectations. That is why Pepco has implemented an extensive defense-in-depth
cybersecurity program aligned to the NIST Cyber Security Framework (“CSF”) and
other industry standards to identify, detect, defend, and respond to cybersecurity threats
to protect Pepco’s critical infrastructure. Pepco places high priority on its role as
custodian of customer data and employs various measures to safeguard that data.
Exelon internally classifies and protects customer information as “Restricted
Confidential Information,” Exelon’s highest sensitive information category. As such,

customer information is subject to a wide range of technical and procedural protections,



including all the aforementioned NIST CSF defense-in-depth controls, procedural
access and use restrictions, encryption of data in transit and at rest, and special contract
terms and conditions to product customer information if third-party access is essential
for utility operations. Pepco has not received any complaints related to the CMD

functionality through the CEO tool, including data security or privacy protection issues.

Describe the options for implementing CMD functionality for all residential
customers in the District of Columbia that Pepco has considered or may be
considering.

(a) Expected costs:

Currently, Pepco DC is the only utility in the Exelon Utilities family that is
exploring the development of a new CMD product. As a result, if CMD is deployed at
this time, the full costs of development and implementation will be borne by Pepco DC
customers. The upfront cost to create a CMD product developed and customized for
Pepco DC customers is approximately $8 million,® and Pepco estimates that it will cost
$950,000 annually to maintain the product. This cost estimate reflects the
development, subject to Commission approval, of a new Pepco CMD product that will
be compliant with the 2020 update of the CMD standard and includes a self-registration
process for third-party vendors.

The complete buildout of a Pepco CMD product includes development in three

key areas:

5

This estimate was built based on a high-level understanding of the CMD standard requirements and

leveraging existing processes from the ComEd CMD product, where applicable. This number represents the median
within a range of costs.



1) Development and construction of web pages, interfaces, and interactions for
customers and third parties, such as the integration of CMD functionality
into the MyAccount web interface;

2) Middleware that acts as the gateway between the web pages and Pepco’s
firewall that ensures the right permissions, validation, and authentication
process to allow approved vendors access to information; and,

3) Data provisioning and Application Programming Interfaces development
from CMD that guide the interactions and request for data from third parties
and Pepco.

The resulting Pepco CMD product would include a user-friendly interface that
would be integrated into the current MyAccount platform. This interface will allow
customers to easily send their data to multiple parties and send all their historical data
in one transmission.

The development and implementation cost estimate also reflects a product that
will include critical customer protections including a reauthorization process for third
parties. This reauthorization process ensures that customers remain aware of the data
access authorizations that they have granted to third parties. Similarly, the CMD tool
will include additional oversight by allowing Pepco to accept third-party vendor
requests manually. Manual acceptance by Pepco ensures that third parties adhere to all
pre-approval requirements prior to gaining access to customer data. Ongoing
maintenance will involve tracking of third-party paperwork and ensuring requirements
are met before giving third parties access to customer data and ensuring adherence to

any future updates to the CMD standard.



At this time, Pepco is only able to provide a high-level cost estimate, but when
the Commission provides a detailed description of the CMD product and functionality
required for District customers, Pepco will be able to produce a more precise cost
estimate. The Company anticipates that it will take one year to construct and launch
the web interface, and Pepco will leverage the existing web architecture built for
ComeEd to the extent feasible. However, the CMD standard was updated in 2020, and
the Company’s CMD web architecture must meet the updated standards. The cost
estimate also includes enhancements to improve the user experience relative to the

existing ComEd web architecture.

(b) A description of the process Pepco will use to review and approve third-party
businesses that wish to use CMD functionality for residential customers:

Pepco plans to make customer access to the tool as easy as possible and to house
the tool within the existing My Account platform. Existing customers will be able to
go into their respective accounts and select a vendor(s), allowing customers to
seamlessly establish an automated connection with the third party(ies) that will receive
their energy usage data.

Pepco proposes to set up a self-registration process for third parties similar to
the process that ComEd currently employs. Pepco anticipates establishing a process
whereby third parties register to be added as an “approved provider” on the Pepco
website. Upon receipt of registration, Pepco will provide a customer privacy agreement
and a Non-Disclosure Agreement (“NDA”) to the provider. This is similar to the

process ComEd currently uses, which was the result of a robust proceeding before the



[llinois Commerce Commission (“ICC™) (15-0073).° Once both forms have been
executed, Pepco will communicate the data security and other associated requirements
of the CMD standard to which a third-party must adhere in order to access Pepco
customer energy data. Once approved, the third-party will be on the list of approved

vendors with whom Pepco customers may consent to share their information.

(c) A review of CMD implementation at other utilities, both Exelon affiliates and
others, that includes lessons learned regarding data security, privacy protections
issues and whether Exelon data security requirements have excluded any third
parties from participation in CMD at any Exelon utilities:

Several Commissions have reviewed and implemented requirements for
utilities to consider the feasibility and implementation of a tool with functionality
similar to CMD that allows for a safe and secure data exchange. Examples of utilities
that have implemented or been approved to implement CMD functionality include:
ComEd in 2016, California utilities (authorized in 2016 but not ordered to implement),’
Consolidated Edison (NY),® and National Grid (NY, planned for 2021).° However,
widespread and organic adoption of the Green Button data standard has been slow since
its creation in 2012, with most energy providers opting to embrace solutions tailored
for jurisdiction-specific requirements that align utility back-end systems, and input
from regulatory proceedings such as from stakeholder workshops, data privacy

proceedings, and tariff filings. Common concerns discussed in the filings noted above

6 https://www.comed.com/SiteCollectionDocuments/Rate_Dart_Registration_Form.pdf, accessed on August
25, 2020.

7 https://docs.cpuc.ca.gov/PublishedDocs/Published/G000/M163/K294/163294060.PDF, accessed on August
31, 2020.

8 http://documents.dps.ny.gov/public/Common/ViewDoc.aspx?DocRefld={45D0D3D4-207A-4862-9966-
36149132DB29} Accessed on September 1, 2020.

9 Id.
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include proper interval and cadence of data availability, methods for data transmission,
limitations regarding third-party access to customer data, and evaluation of utility costs
to implement data transmission solutions.

For example, as mentioned in a previous section, the approval and
implementation of CMD for ComEd customers was the result of an ICC proceeding
that spanned 14 months. Based on the information in the proceeding, the ICC
determined that the following key customer protections should be put in place:°

a) Standardized customer authorization language;

b) Authorization to access the data should be for a 24-month period (not policed by
the utility);

¢) The customer may revoke access at any time;

d) AMI Interval data (best available, not validated for billing purposes) may be
released for up to 24 months; and

e) Third parties may not sell, share or give out the customer data acquired to any
other party, except to vendors or those working on behalf of the third party (and are
bound by the same security measures).

To ensure data security, ComEd requires third parties to comply with the
requirements included in the Data Access and Retrieval Tenants rate (Rate DART),
which reflect both Exelon IT and CMD requirements for data privacy and security.!
The Rate DART includes terms and conditions related to third-party access to customer

data as part of the ComEd Rates and Tariffs on file with the ICC, and Rate DART is

10 The full requirements are detailed in ICC Docket 15-0073. https://www.icc.illinois.gov/docket/P2015-
0073/documents, accessed on August 31, 2020.

1 https://www.comed.com/SiteCollectionDocuments/MyAccount/MyBillUsage/CurrentRates/Ratebook.pdf,
pp. 292-300, accessed on August 25, 2020.
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consistent with the five protections required by the ICC and summarized above. As part
of Rate DART, third parties must submit a signed Rate DART registration form and
NDA to ComEd.

From Pepco’s perspective, the Commission should consider a tariff similar to
Rate DART if it adopts CMD. A tariff similar to Rate DART would mirror many
existing customer protections in the District and add provisions to prohibit vendors and
third parties from using customer information in any manner not reasonably related to
the vendors’ or third parties' business. Such a tariff also has the benefit of providing
information related to customer protections in one place, rather than having customers
and third parties seek the information contained in different laws and regulations.

ComEd has noted low CMD usage rates, which is similar to Pepco’s observed
low usage rate of the CEO tool. Since 2016, of the approximately 4,000,000 eligible
customers, 146 have provided authorization to three third-party companies (as of July
10, 2020).12 ComEd offers customers information regarding the tool on their website
that both explains and educates customers on the tool and the process to enable CMD.

ComEd has similarly observed that relatively few third-party providers have
registered for CMD. ComEd noted that third parties that fail to complete the
registration process typically do not complete the CMD standard technical setup step.
Although ComEd is not aware of whether CMD data security requirements have
excluded any specific third parties from participation in CMD, third parties have

commented that the technical requirements are costly.

12 https://www.comed.com/AboutUs/Pages/CompanyInformation.aspx#:~:text=ComEd%20is%20a%20unit%200f
,percent%200f%20the%20state's%20populatio, accessed on August 25, 2020.
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(d) Explain how the options for Pepco’s implementation of the CMD standard for

(€)

residential customers impacts data security and customer privacy:

Upon direction from the Commission, Pepco will implement CMD
functionality based on the Green Button data standard, as described above in Section
2b. Pepco will require third parties to register and sign privacy agreement(s) prior to
being added as a CMD-approved vendor for Pepco. For the third-party to receive data,
the customer must provide consent and agree to terms and conditions for sharing her
data with the third-party via the Pepco website. Further, as described above, the third
parties accessing the data must adhere to strict security protocols to be granted access.
The process, as described above and explained in more detail in response to Question
2(c), must be completed prior to any third-party being able to access customer data.

Pepco will follow the security standards and guidelines for CMD, which are
available on the Green Button Alliance’s website!® and are available through the

NAESB.

Explain how CMD has been used to share Greenhouse Gas (“GHG”) emissions
data with customers. If it has not been used to share GHG emissions data, then
explain whether it can be used for that function:

Pepco does not currently provide GHG emissions data through the CEO tool
but believes that enabling this functionality within the CEO tool aligns with the District
of Columbia’s emission reduction goals. If enabled, Pepco’s commercial customers
could access GHG emission data through the CEO platform. The emissions feature in

CEO would work by multiplying a Pepco-provided emissions factor by the total usage

13

14

https://www.greenbuttonalliance.org/certification#standard, accessed on August 25, 2020.

https://www.naesb.org//misc/naesb_matl_order_espi_standards.pdf, accessed on August 25, 2020.
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(measured in kilowatt hours) over an amount of time. The result is that customers using
CEO would be able to see how many pounds of CO, were emitted based on their usage.
The Company will include the development of a similar GHG emission tool for all
customers if the Commission orders Pepco to implement the CMD platform.*®

If the Commission does not order the implementation of CMD, the Company
could develop a GHG emission tool and provide this information to customers within
Pepco’s existing platforms, such as the web-based MyAccount platform, at a low-cost
relative to the CMD tool development. This approach could provide similar

functionality to the GHG calculation approach discussed previously for the CEO tool.

3. Report on Pepco’s expertise implementing D.C. Code § 34-1507 (a)(3) and § 8-
1774.07, which pertain to customer protections and the circumstances under
which aggregated consumption data can be provided.

(a) Pepco’s request and review process for the provision of aggregated customer data
and how often Pepco has provided aggregated customer data and to which parties
under these statues:

Sections 34-1507 and 8-1774.07 of the D.C. Code set forth customer data
protections and the circumstances under which an electric utility in the District of
Columbia may provide individual customer data without written consent of the
customer. The exceptions to the protections are very limited.® Section 34-1507(a)(3)
of the D.C. Code states:

(1) Aggregated consumption data may be provided under the following

circumstances: (A) at least 5 customer accounts must be aggregated; (B)no
single customer may represent more than 80% of the total aggregated

15 The current ComEd CMD tool does not currently include a GHG emissions factor for customers.

16 The exceptions include (1) lawful disclosures for bill collection or credit rating reporting purposes and
(2) lawful disclosures to a building owner about the energy consumption of a non-residential tenant of the building.

12



energy consumption; and (C) no individual customer-identifying
information may be included.’

Pepco’s processes are designed such that they comply with all relevant sections of the
D.C. Code, including 8§ 34-1507 (a)(3).

Since December 2015, Pepco has received and responded to 1,879 requests for
historical usage from five aggregators. The requests include 606 requests for summary

data and 1,273 requests for interval data.

(b) Describe the aggregates provided, which customer classes are involved and what
particular fields are provided:

The rate categories for which the requests have been received are the following
rate schedules: GT-LV, MGT-LV, GS-ND, GS-LV, GT-3A, T, R, MMA, SL, RT, AE,
GS-3A and R-TM. Requests have included both commercial and residential classes,
and for both types of requests (historical summary and historical interval data). Pepco
provides the load profile code, rate code, capacity value, transmission value, and
portion. For the historical summary, Pepco provides the monthly billed kwh for the
last 12 months and kW, if applicable. For historical interval requests, Pepco provides

the monthly billed kwWh for the last 12 months and in 15- or 60-minute intervals.

(c) Describe any complaints Pepco has received regarding the release of customer
data under these statutes:

No complaints have been received to date.

13



4. Provide a report on the feasibility of sharing anonymized residential customer
data with third parties (other than those identified in Question 3) under existing
D.C. law, including but not limited to the following questions.

(a) Whether anonymized data is already being shared and, if so, with whom and
under what circumstances:

Portfolio Manager is the Environment Protection Agency’s tool for collecting
building usage and attribution data. Pepco makes a tool available to authorized
requesters for the purpose of populating Portfolio Manager with their property’s
electricity usage data and allowing for benchmarking. To protect individual customer
privacy, buildings requesting data that have four or fewer tenants require release forms
for each individual tenant. In response, Pepco provides whole-building data to
requestors in accordance with all relevant sections of the DC Code, including § 34-
1507(a)(3). Each requestor receives an individual login to the tool that contains only

data for properties that they are authorized to manage.

(b) Whether and how customer data can be anonymized in a manner that does not
compromise customer privacy or system security:

Customer data can be anonymized utilizing a request based on zip code.
However, even anonymized data must comply with current District law because
“anonymity” is not an exception to the general rule in § 34-1507 (a)(1), stating that
information that is “about the customer” cannot be obtained or provided absent
customer consent. This means that even anonymized data must meet the requirements

of § 34-1507 (a)(3) and that only aggregated data can be provided.

14



I11.  Conclusion

Pepco appreciates the opportunity to respond to the Commission regarding the feasibility
of its deployment of CMD functionality to its customers in the District of Columbia. The Company
looks forward to continuing to investigate and discuss implementation of CMD for all customers.

Respectfully submitted,
POTOMAC ELECTRIC POWER COMPANY

By:Is| Denncs P. Jamouncan
Dennis P. Jamouneau
Assistant General Counsel

Wendy E. Stark, DC Bar No. 1011577
Kim F. Hassan, DC Bar No. 489367
Andrea H. Harper, DC Bar No. 483246
Dennis P. Jamouneau, DC Bar No. 983357
701 Ninth Street, N.W.

Washington, D.C. 20068

Counsel for Potomac Electric Power Company

September 3, 2020
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